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Abstract

An operating system (OS) interacts with the hardware and supports the execution of all
the applications. As a result, its security is very critical. Most of the reported attacks
occur through the OS. The security of individual execution time actions such as process
creation and memory protection is very important and we have previously presented
patterns for these functions. However, the general architecture of the OS is also very
important. We present here patterns for the four basic OS architectures and evaluate their
use in different environments. We consider general aspects but we emphasize those
aspects that affect security.

1 Introduction

Operating systems (OS) act as an intermediary between the user of a computer and its
hardware. The purpose of an OS is to provide an environment in which users can execute
programs in convenient and efficient manner [Sil05]. OSs control and coordinate the
available resources to present to the user an abstract machine with convenient features.
The architecture of the OS organizes components to structure its functional and non-
functional aspects. The security of operating systems is very critical since the OS
supports the execution of all the applications. Most of the reported attacks occur through
the OS. The security of individual execution time actions such as process creation and
memory protection is very important and we have presented patterns for these functions
[Fer02, Fer03]. However, the general architecture of the OS is also very important for the
ability of the system to provide a secure execution environment.

The OS is the most critical of the software layers because compromise can affect all
applications and persistent data. A case for the importance of the operating system in a
secure system can be found in [Los00]. Both [Pfl97] and [Sum97] have good chapters on
this topic.

Most operating systems use five basic architectures [Sil05, TanO1]. One of them, the
monolithic architecture has little value for security and it is only mentioned as a possible
variant of the modular architecture. We present here patterns representing an abstract
view of the other four architectures. The first pattern is the Modular Operating System
Architecture which describes the components of the operating system as communicating
object-oriented modules. In the Layered Operating System Architecture, the OS
components are assigned to a set of hierarchical layers. The Microkernel Operating
System Architecture assigns all its functions to servers that communicate through a
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common module. The Virtual Machine Operating System Architecture provides virtual
copies of the underlying hardware that can be used for execution of different OSs. Figure
1 describes the OS architectures in a pattern language, indicating their dependencies. The
figure shows also two variants of the basic patterns.
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Figure 1. Pattern diagram of OS Architectures

Computer system functionality can be divided between the kernel (or OS proper),
components and the user dictated applications or utilities. Typically, an OS includes the
following functional components:

e Process Management- handles creation and deletion of processes, communication
and scheduling.

o  Memory Management- keeps track of which parts of memory are used by which
processes, allocates and deallocates memory.

e File Management- handles creation and deletion of files and directories, file
searches, and mapping files to secondary storage

e 1/O Management- provides interfaces to hardware device drivers , as well as
handling mass memory management components including buffering, caching,
and spooling.

e Networking- controls communication path between two or more systems.

e Protection System- includes authentication of users and file and memory
protection.

e User Interface- communicates between user and OS including command
interpreters.

These components may be further divided for specific applications. In [Fer02] and
[Fer03] we presented patterns for the security of these functions. The four architectures
we consider differ on how to structure the relationship of the components.



2 The Modular Operating System Architecture

Separate the OS services into modules each representing a basic function or component.
In the modular approach, the basic kernel only has the required core components to start
itself and the ability to load modules. The core module is the one module always in
memory. Whenever the services of any additional modules are required, the module
loader loads the correct module. Each small module performs a function and may take
parameters. For example, a web browser uses an HTML renderer to display a webpage.
In turn, the HTML renderer uses a jpg-renderer to display jpg images.

2.1 Example

We are building a new OS that should support various types of devices requiring dynamic
services with a large variety of security requirements. We want to dynamically add OS
components, functions, and services, as well as tailor their security aspects according to
the type of application. For example, a media player may require support to prevent
copying of the contents.

2.2 Context
A variety of applications with diverse requirements that need to execute together sharing
hardware resources.

2.3 Problem
We need to be able to add/ remove functions in the easiest way. How do we structure the
functions for this purpose?

The possible solution is constrained by the following forces:

e OSs for PCs and other types of uses require a large variety of plug-ins. New plug-
ins appear frequently and we need the ability to add and remove them without
disrupting normal operation. For example, we could remove a module for which a
vulnerability alert has been issued.

e Some of the plug-ins may contain malware, we need to isolate their execution so
they do not affect other processes.

e We would like to hide security-critical modules from other modules to avoid
possible attacks.

2.4 Solution

Define a core component that can dynamically load and link modules as needed.

Structure

Figure 2 shows a class diagram for the Modular Operating System Architecture pattern.
The KernelCore is the core of the Modular OS. A set of LoadableModules is associated
with the KernelCore, indicating the modules that could be loaded. Any LoadableModule
can call any other LoadableModule.
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Figure 2. Class diagram for the Modular Operating System Architecture pattern

2.5 Implementation
--Separate the functions of the OS into independent modules according to whether:
e They are complete functional units.
e They are critical with respect to security.
e They should execute in their own process or thread for performance reasons.
e They should be isolated during execution because they may contain malware.

--Define a communication structure for the resultant modules. Operations should have
well defined call signatures and all calls should be checked.

--Define a preferred order for loading some basic modules. Modules that are critical for
security should be loaded only when needed.

2.6 Example resolved

We structured the functions of our system following the Modular Architecture pattern.
Because each module could have its own address space, we can isolate its execution.
Because each module can de designed independently, they can have different security
constraints in their structure. This structure gives us flexibility with a good degree of
security.

2.7 Variants

Monolithic kernel. The operating system is a collection of procedures. Each procedure
has a well defined interface in terms of parameters and results and each one is free to call
any other one [Tan01]. There is no structure or control between operating system,
components, services, and user applications. The difference between monolithic and
modular is that in the monolithic approach, all the modules are loaded together at
installation time, instead of being brought on demand. As indicated earlier, this approach
is not very attractive for secure systems.

2.8 Known uses

The Solaris 10 Operating System (Figure 3) is designed in this way. Its kernel is dynamic
and composed of a core system that is always resident in memory [Sun04]. Another
example is ExtremeWare from Extreme Networks [Ext]. Some versions of Linux are
somewhat in between modular and monolithic.
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Figure 3. The modular design of the Solaris 10 Operating System [Sil03]

2.9 Consequences
The Modular Operating System Architecture Pattern has the following advantages:
e Flexibility to add/ remove functions contributes to security in that we can add new
versions of modules with better security.
e Each core component is separate and talks to the others over known interfaces.
We can introduce controls in these interfaces.
e It is possible to partially hide critical modules by loading them only when needed
and removing them after use.
e By giving each executing module its own address space we can isolate the effects
of a rogue module.

The Modular Operating System Architecture Pattern has the following liabilities:
e Any module can see all the others and potentially interfere with their execution.
e Uniformity of call interfaces between modules makes it difficult to apply stronger
security restrictions to critical modules.

2.10 Related patterns

The Controlled Execution Environment pattern [Fer0] can be used to isolate executing
modules.

Thread patterns [Sch00] — Each module will typically run in its own thread.



3 The Layered Operating System Architecture

The overall features and functionality of the OS are decomposed and assigned to
hierarchical layers. This provides clearly defined interfaces between each section of the
operating system and between user applications and the OS functions. Layer i uses
services of a lower layer i-1 and does not know the existence of a higher layer i+1.

3.1 Example

Our system is very complex and we would like to separate different aspects in order to
handle them in a more systematic way. Complexity brings along vulnerability. We also
want to control the calls between OS components and services to improve security and
reliability. Finally, we would like to hide critical modules. We tried a modular
architecture but it did not have enough structure to do all this systematically.

3.2 Context

A variety of applications with diverse requirements that need to execute together sharing
hardware resources.

3.3 Problem

Unstructured modules as in the previous architecture have the problem that all modules
know about the existence of all other modules. This facilitates attacks. We need to hide
the existence of some critical modules.

The possible solution is constrained by the following forces:

e Interfaces should be stable and well defined. Going through any interface could
imply authorization checks.

e Parts of the system should be exchangeable or removable without affecting the
rest of the system. For example, we could have modules that perform more
security checks than others.

e Similar responsibilities should be grouped to help understandability and
maintainability. This contributes indirectly to improve security.

e We should control module visibility to avoid possible attacks from other modules.

e Complex components need further decomposition. This makes the design simpler
and clearer and also improves security.

3.4 Solution

Define a hierarchical set of layers and assign components to each layer. Each layer
presents an abstract machine to the layer above it, hiding implementation details of the
lower layers.

Structure

Figure 4 shows a class diagram for the Layered Operating System Architecture pattern.
Layer N represents the highest level of abstraction, and Layer 1 is the lowest level of
abstraction. The main structural characteristic is that the services of Layer N are used
only by Layer N + 1. Each layer may contain complex entities consisting of different
components.



Client “tuses>> LayerN

?

LayerN-1

¢

Layer2

4

Layer1

Figure 4. Class diagram for Layered Operating System Architecture pattern

Dynamics
In Figure 5, a user wishes to open a file located on a disk:
e A user sends an openFile( ) request to the OSInterface
e The OSlInterface interprets the openFile( ) request
e The openFile( ) request is sent from the OSInterface to the FileManager
e The FileManager sends readDisk( ) request to the DiskDriver

<<actor>> :OSInterface :FileManager :DiskDriver

aUser:
openFile(...) ‘}

.

openFile(...) g \

A

readDisk(...)

A

Figure 5. Sequence diagram for opening and reading a disk file

3.5 Implementation
e List all units in the system and define their dependencies.



e Assign units to levels such that units in higher levels depend only on units of
lower levels.

¢ Once the modules in a given level are assigned, define a language for this level.
This language includes the operations that we want to make visible to the next
level above. Add well-defined operation signatures and security checks in these
operations to assure the proper use of the level.

e Hide in lower levels those modules that control critical security functions.

3.6 Example resolved

We structured the functions of our system as in Figure 6 and now we have a way to
control interactions and enforce abstraction. For example, the file system can use the
operations of the disk drives and enforce similar restrictions in the storage of data. The
user of the file cannot take advantage of the implementation details of the disk driver to
attack the system.
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Figure 6. An example of the use of a Layered OS architecture.

3.7 Variants

Layer skipping. In this architecture there are special applications able to skip layers for
added performance. This structure requires a tradeoff between performance and security.
By deviating from the strict hierarchy of the layered system, there may not be
enforcement of security policies between layers for these applications.

3.8 Known uses
The Symbian OS (Figure 7) uses a variation of the layered approach [SymO01].
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Figure 7. Symbian OS Layered Architecture [SymO1]

The UNIX operating system (Figure 8) is separated into 4 layers with clear interfaces
between the system calls to the kernel and between the kernel and the hardware.
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Figure 8. UNIX OS Layered Architecture [Sil05]

IBM’s OS/2 also uses this approach [OS2].

3.9 Consequences
The Layered Operating System Architecture Pattern has the following advantages:



e Lower levels can be changed without affecting higher layers. We can add or
remove security functions as needed.

e C(learly defined interfaces between each OS layer and the user applications
improve security.

e Control of information using layer hierarchical rules, using enforcement of
security policies between layers.

e The fact that layers hide implementation aspects is useful for security in that
possible attackers cannot exploit lower level details.

The Layered Operating System Architecture Pattern has the following liabilities:

e It may not be clear what to put in each layer; in particular related modules may be
hard to allocate. There may be conflicts between functional and security needs
when allocating modules.

e Performance may decrease due to the indirection of calls through several layers. If
we try to improve performance we may sacrifice security.

3.10 Related patterns
This pattern is a specialization of the Layers architectural pattern [Bus96]. Security
versions of the Layers pattern have appeared in [Fer02] and in [Yod97].

4 The Microkernel Operating System Architecture

Move as much of the OS functionality from the kernel and put it in specialized servers,
coordinated by a microkernel. The microkernel itself has a very basic set of functions. OS
components and services are implemented as external and internal servers.

4.1 Example

We are building an OS for a range of applications with different reliability and security
requirements and a variety of plug-ins. We would like to provide OS versions with
different types of modules, some more secure, some less so.

4.2 Context
A variety of applications with diverse requirements that need to execute together sharing
hardware resources.

4.3 Problem

In general purpose environments we need to be able to add new functionality with
variation in security and other requirements as well as provide alternative
implementations of services to accommodate different application requirements.

The possible solution is constrained by the following forces:
e The application platform must cope with continuous hardware and software
evolution; these additions may have very different security or reliability
requirements.
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e Strong security or reliability requirements indicate the need for modules with
well-defined interfaces.

e We may want to perform different types of security checks in different modules,
depending their security criticality.

e We would like a minimum of functionality in the kernel so we have a minimum
of processes running in supervisor mode. A simple kernel can be checked and this
is good for security.

4.4 Solution

Separate all functionality into specialized services with well-defined interfaces and
provide an efficient way to route requests to the appropriate servers. Each server can be
built with different security constraints. The kernel mostly routes requests to servers and
has minimal functionality.

Structure

The Microkernel is the central communication for the OS. There is one Microkernel and
several internal and external servers, cach providing a set of specialized services
(Figure 9). In addition to the servers, an Adapter is used between the Client and the
microkernel or an external server. The Microkernel controls the internal servers.

ExternalServer Microkernel

* calls 1
receive request execute mechanism
dispatch request init communication
execute service find receiver

call internal server
send message
create handle (unique ID)

InternalServer 1 1
- calls

receive request
dispatch request
execute service

Initializes
communication

1

Adapter Client
sends request 1 1 1
calls service calls service
creates request

do task

Figure 9. Class diagram for Microkernel Operating System Architecture pattern

Dynamics
A client requests a service from an external server using the following sequence (Figure
10):
e The adapter receives the request and asks the microkernel for a communication
link with the external server.
e The microkernel checks for authorization to use the server, determines the
physical address of the external server and returns it to the adapter
e The adapter establishes a direct communication link with the external server.
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The adapter sends the request to the external server using a procedure call or a
remote procedure call (RPC). The RPC can be checked for well-formed
commands, correct size and type of parameters (we can check signatures).

The external server receives the request, unpacks the message and delegates the
task to one of its own methods. All results are sent back to the adapter.

The adapter returns to the client, which in turn continues with its control flow.

<<actor>>

: :Adapter :Microkernel :ExternalServer
:Client

L call service > ‘ create request

init communication

find receiver
check authorization
receiverHandle

receive request

check signature

dispatch request

1

execute service

returnResult

returnResult

Figure 10. Sequence diagram for performing an OS call through the microkernel

4.5 Implementation

Identify the core functionality necessary for implementing external servers and
their security constraints. Typically, basic functions of the OS should be internal
servers, utilities, or user-defined services should go into external servers. Each
server can use the patterns from [Fer02] and [Fer03] for their secure construction.
Define policies to restrict access to external and internal servers. Clients may be
allowed to call only some specific servers.

Find a complete set of operations and abstractions for every category identified.
Determine strategies for request transmission and retrieval.

Structure the microkernel component. The microkernel should be simple enough
to make sure of its security properties (no malware for example).

Design and implement the internal servers as separate processes or shared
libraries. Add security checks in each server.

Implement the external servers. Add security checks in each service provided by
the servers.

4.6 Example resolved

By implementing our system using a microkernel we can have several versions of each
service, each with different degrees of security and reliability. We can replace servers
dynamically if needed. We can also control access to specific servers and make sure that
they are called in the proper way.
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4.7 Variants

Layered Microkernel. The Microkernel OS Architecture Pattern can be combined with
the Layered OS Architecture pattern. In this case, servers can be assigned to levels and a

call is accepted only if it comes from a level above the server level.

4.8 Known uses

The PalmOS Cobalt (Figure 11). This OS has a preemptive multitasking kernel that
provides basic task management. Many applications in the PalmOS do not use the
microkernel services; they are handled automatically by the system. The microkernel
functionality is provided for internal use by system software or for certain special

purpose applications [PalmOS].

68K Applications

ARM Applications
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Background Licensee System
Tasks ’ Graphics/ Ul ‘
| Media playback | | Multimedia |
’ HotSync ‘
Data Manager Microkernel ’ Exchange ‘
’ Internal storage ‘ ’ Security ‘
1/0 Subsystem
VFS Hardware
’ Networking ‘ ’ Telephony Driver Set

Figure 11. PalmOS Microkernel combined with Layered OS Architecture [PalmOS].

The QNX Microkernel (Figure 12) is intended mostly for communication and process

scheduling [QNX].
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Figure 12. QNX Microkernel Architecture [QNX]

Mach and Windows NT also use some form of microkernels {Sil05].

4.9 Consequences
The Microkernel Operating System Architecture Pattern has the following advantages:

Flexibility and extensibility — if you need an additional function or an existing
function with different security requirements you only need to add an external
server. Extending the system capabilities or requirements only require addition or
extension of internal servers.

The Microkernel mediates all calls for services and can apply authorization
checks. In fact, the microkernel is in effect, a concrete realization of a reference
monitor [FerO1].

The well-defined interfaces between servers allow each serve to check each
request for their services.

Can add even more security by putting fundamental functions in internal servers.
Servers usually run in user mode, which further increases security.

The microkernel is very small and can be verified or checked for security.

The Microkernel Operating System Architecture Pattern has the following liabilities:

Communication overhead since all messages go through the Microkernel.

4.10 Related patterns
This pattern is a specialization of the microkernel pattern [Bus96]. As indicated, the
microkernel itself is a concrete version of the Reference Monitor [Fer01].
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5 The Virtual Machine Operating System Architecture

Provides a set of replicas of the hardware architecture (Virtual Machines), that can be
used to execute (maybe different) operating systems with a strong isolation between
them.

5.1 Example

A web server is hosting applications for two competing companies. These companies use
different operating systems. We want to ensure that neither of them can access the other
company’s files or launch attacks against the other system.

5.2 Context

Mutually suspicious sets of applications that need to execute in the same hardware. Each
set requires isolation from the other sets.

5.3 Problem

Sometimes we need to execute different operating systems in the same hardware. How do
we keep those operating systems isolated from each other in such a way that their
executions don’t interfere with each other?

The possible solution is constrained by the following forces:

e FEach operating system needs to have access to a complete set of hardware
features to support its execution.

e Each OS has its own set of machine dependent features, e.g., interrupt handlers. In
other words, each operating system uses the hardware in different ways.

e When an OS crashes or it is penetrated by a hacker, the effects of this situation
should not propagate to other OSs in the same hardware.

e There should be no way for a malicious user in a VM to get access to the data or
functions of another VM.

5.4 Solution

Define an architectural layer that is in control of the hardware and supervises and
coordinates the execution of each OS environment. This extra layer, usually called a
Virtual machine Monitor (VMM) or Hypervisor presents to each operating system a
replica of the hardware. The VMM intercepts all system calls and interprets them
according to the OS from where they came.

Structure

Figure 13 shows a class diagram for the Virtual Machine Operating System Architecture
(VMOS). The VMOS contains one VirtualMachineMonitor and multiple Virtual
Machines (VM). Each VM can run a Local Operating System (LocalOS). The
Hypervisor supports each LocalOS and is able to interpret its system calls. As a
LocalProcess runs on a LocalOS the VM passes the OS system calls to the Hypervisor
which executes them in the hardware.

15
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Figure 13. Class diagram for the Virtual Machine Operating System pattern

Dynamics
In Figure 14 a local process wishing to perform a system operation uses the following
sequence:
e A LocalProcess makes an OScall to the LocalOS.
e The LocalOS maps the OS call to the VMM (by executing a privileged operation).
e The VMM interprets the call according to the local OS from where it came and it
executes the operation in the hardware.
e The Hypervisor sends return codes to the LocalOS to indicate successful
instruction execution as well as results of the instruction execution.
e The LocalOS sends the return code and data to the LocalProcess.

5.5 Implementation

e Select the hardware that will be virtualized. All of its privileged instructions must
trap when executed in user mode (this is the usual way to intercept system calls).

e Define a representation (data structure) for describing OS features that map to
hardware aspects, e.g. meaning of interrupts, disk space distribution, etc. and
build tables for each operating system to be supported. .

e Enumerate the system calls for each supported OS and associate them with
specific hardware instructions.
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Figure 14. Sequence diagram for performing an OS call on a virtual machine

5.6 Example resolved

In the example of Figure 15, two companies using Unix and Linux can execute their
applications in different virtual machines. The VMM provides a strong isolation between
these two execution environments.

UNIX Linux

VM1 VM2

VMM (virtual machine monitor)

hardware

Figure 15. Virtual Machine OS example

5.7 Variants
This architecture is orthogonal to the other three architectures discussed earlier and can

execute any of them as local operating systems.
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KVM/370 was a secure extension of VM/370 [Gol79]. This system included a formally
verified security kernel and its VMs executed in different security levels, e.g. top secret,
confidential, etc. In addition to the isolation provided by the VMM, this system also
applied the multilevel model secure flow control.

5.8 Known uses

e IBM VM/370 [Cre81]. This was the first VMOS, it provided VMs for an IBM370
mainframe.

e VMware [Nie0O0]. This is a current system that provides VMs for Intel x86
hardware.

e Solaris10 [Sun04] calls the VMs “containers” and one or more applications
execute in each container.

e Connectix [Con] produces virtual PCs to run Windows and other operating
systems.

e Xenis a VMM for the Intel x86 developed as a project at the University of
Cambridge, UK [Bar00].

5.9 Consequences
The Virtual Machine Operating System Architecture Pattern has the following
advantages:

e The VMM intercepts and checks all system calls. The VMM is in effect a
Reference Monitor [Fer0l] and provides total mediation on the use of the
hardware. This can provide a strong isolation between virtual machines [Ros05].

e Each environment (VM) does not know about the other VM(s), this helps prevent
cross-VM attacks.

e There is a well-defined interface between the VMM and the virtual machines.

e The VMM is small and simple and can be checked for security.

The Virtual Machine Operating System Architecture Pattern has the following liabilities:
e All the VMs are treated equally. If one needs different security categories of VMs
it is necessary to build specialized versions as done in KVM370 (see Variants).
e [Extra overhead in use of privileged instructions.
e [t is rather complex to let VMs communicate with each other (if this is needed).

5.10 Related patterns
e Reference Monitor [FerO1]. As indicated, the VMM is a concrete version of a
Reference Monitor.
e The operating system patterns in [Fer02] and [Fer03] can be used to implement
the structure of a VMOS.
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